SOUTHEAST REGION RESEARCH INITIATIVE
In 2006, the U.S. Department of Homeland Security commissioned UT-Battelle at the Oak Ridge National Laboratory (ORNL) to establish and manage a program to develop regional systems and solutions to address homeland security issues that can have national implications. The project, called the Southeast Region Research Initiative (SERRI), is intended to combine science and technology with validated operational approaches to address regionally unique requirements and suggest regional solutions with potential national implications. As a principal activity, SERRI will sponsor university research directed toward important homeland security problems of regional and national interest.
SERRI"s regional approach capitalizes on the inherent power resident in the southeastern United States. The project partners, ORNL, the Y-12 National Security Complex, the Savannah River National Laboratory, and a host of regional research universities and industrial partners, are all tightly linked to the full spectrum of regional and national research universities and organizations, thus providing a gateway to cuttingedge science and technology unmatched by any other homeland security organization.
As part of its mission, SERRI supports technology transfer and implementation of innovations based upon SERRI-sponsored research to ensure research results are transitioned to useful products and services available to homeland security responders and practitioners.
For more information on SERRI, go to the SERRI Web site: www.serri.org.
INTRODUCTION
This report is a summary of Oak Ridge National Laboratory's (ORNL's) Phase 1 and 2 progress in the development of Sensorpedia, a sensor information sharing platform. Sensorpedia is ORNL's "Wikipedia for Sensors." Currently in Phase 3 limited beta testing, Sensorpedia will enable global scale sensor information sharing for scientific research, national security and defense, public health and safety, emergency preparedness and response, and general community awareness and outreach once it is in general availability (GA).
BACKGROUND

Threat and Interoperability
With the growing prevalence of sensor and surveillance networks, a means of sharing sensor data has become a priority of first responders, emergency planners, and disaster managers. In its May 4, 2007, Information Sharing Strategy statement, the U.S. Department of Defense (DoD) offered a vision of an environment that supports "transparent, open, agile, timely, and relevant information sharing . . . across a trusted information environment." In command and control, whether for military operations, homeland security, public safety, or emergency response, there is a generally accepted principle that information sharing can significantly enhance situation awareness. At the same time, there is an equally acknowledged criticism that the nation"s various emergency response, intelligence, and law enforcement communities lack sufficient interoperability to permit them access to the information they need to connect the dots to anticipate or detect a threat.
The Internet and Government
Today, without any abatement in sight, the Internet continues to expand to include nearinstantaneous information from and about the measurable natural environment and from and about human networks for transportation, communication, energy, commerce, and banking. This networked information is accessible practically anywhere at any time on the millions (and potentially billions) of Internet-enabled mobile phones that are proliferating at unprecedented rates and are themselves producing staggering amounts and varieties of textual, visual, audible, and locational data on social networks that host millions of users. The availability and accessibility of data over the Internet has greatly enhanced the ability of researchers and developers to build applications, conduct analyses, and perform research, and as evidenced by the U.S. Government"s various "Gov 2.0" initiatives, sharing information is emerging as a potential strategy for improving organizational efficiency and effectiveness, particularly of large and complex organizations and institutions.
Given the means to search, correlate, and analyze real-time sensor data sources, organizations within the U.S. Department of Homeland Security (DHS) could significantly improve their ability to detect, interdict, mitigate, and respond to emerging trends and threats.
To this end, DHS, the intelligence community (IC), and DoD have begun to adopt online information sharing capabilities (e.g., wikis, blogs, tags, geotags, and mashups) and catalogs (e.g., the DoD Metadata Registry, UCore, and the National Information Exchange Model) to help connect the dots of organizational information. The IC has shown that it is possible to run a social media Web site securely (the Intellipedia wiki on the Joint Worldwide Intelligence Communications System, the Secret Internet Protocol Router Network, and the Intelink-U run the same MediaWiki software that runs the Internet"s Wikipedia). However, while these Gov 2.0 examples are instructive, the current Internet models for information sharing lack at least two critical components for improving organizational situation awareness. First and foremost, a proactive facility is needed to connect the dots between networked datasets and to then alert the key personnel seeking and needing information. Without such a facility, an information sharing environment does not necessarily enhance awareness-it is a data store or cloud with potential connections. Second, cataloging efforts notwithstanding, the types of data that federal users and their applications will need in any given scenario may not, and probably will not, conform to preestablished formats or data standards; therefore, interfacing these data to various applications on an ad hoc basis will be problematic. Moreover, information from varied sources and in varied forms will complicate a "one-over-all" universal search function.
OBJECTIVE
Over the past several years, ORNL has been actively involved in research to formalize the engineering principles and best practices behind emerging social media and social networking concepts to solve real-time data sharing problems for national security and defense, public health and safety, environmental and infrastructure awareness, and disaster preparedness and response. Sensorpedia, an ORNL Web site, is a practical application of several key social media principles. Dubbed the "Wikipedia for sensors," Sensorpedia is currently in limited beta testing and was selected in 2009 by Federal Computer Week as one of the government"s "top 10 social networking sites."
What is Sensorpedia?
Sensorpedia is a Web site like Facebook or Twitter; however, instead of creating a social network to connect people to people, Sensorpedia creates a human-machine network to connect sensors with users and applications. Sensorpedia permits its users to publish, subscribe to, search for, connect to, and view all types of sensor information and to connect to or search for particular sensors/sensor types.
What Kind of Sensors Will Connect to Sensorpedia?
Sensorpedia is "sensor agnostic." By that, we mean that all kinds of sensors will connect to Sensorpedia, including sensors that some argue are not true sensors (e.g., human beings, cell phones, and video cameras). Of course, all kinds of classical sensors (e.g., smoke detectors, intrusion alarms, weather sensors, global positioning systems, seismic sensors, acoustic sensors, chemical sensors, radiological sensors, pressure gauges, medical instrumentation, telemetry systems, home security systems, and alarms) will connect to Sensorpedia. There is no conceivable limit to the kinds of sensors and detectors that will connect to Sensorpedia. Even sensor databases can connect with Sensorpedia.
Who Will Use Sensorpedia?
Sensorpedia will serve a broad range of users, from casual one-time users who will search for sensor information from a particular location to scientists, developers, students, and hobbyists who routinely will use Sensorpedia to contribute and retrieve sensor information for experiments and science projects. Local, state, and federal public safety officials, intelligence analysts and planners, and emergency response workers, everyone and anyone with sensor information to share, can use Sensorpedia for improved awareness, planning, security, and emergency response. Even homeowners and business owners who intend to improve the security and energy efficiency of their homes and businesses can use Sensorpedia. What Wikipedia is for general knowledge and information, Sensorpedia will be for sensor information.
Is Sensorpedia Secure?
The security for the Sensorpedia limited beta test is provided by controlled network access to a firewall-protected server and password-protected user login to the application. The open beta version, when it becomes available, will be able to support read and write access permissions based on a user"s preferences for his/her approved social network. Alternatively, the Sensorpedia server software can be hosted on an enterprise server and isolated from the Internet to provide secure internal sensor information sharing for specific enterprise use cases where governance of the data and sensors requires isolation from the Internet.
How Will Sensors Connect to Sensorpedia?
In the Sensorpedia limited beta test, an application programming interface (API) provides the software instructions for interfacing sensors, sensor data, and sensor alerts to Sensorpedia. In future versions of the system, adding and sharing sensors will be as easy as linking YouTube videos to Facebook or posting news updates to LinkedIn.
What Are the Potential Applications for Sensorpedia?
In addition to easing scientific, educational, and recreational access to sensor information, Sensorpedia will eliminate a significant amount of system integration for enterprise and public safety applications and permit a trusted social network of collaborators, operators, and users to create, share, and view spatial and temporal "mashups" of multiple sensor sources. Sensorpedia virtually eliminates the need for a tightly coupled system to integrate all the various sensors into a monolithic, homogeneous whole. By easing programmatic access to sensor data, Sensorpedia will simplify the development of sensor fusion and mining applications, as well as the development of new predictive models and simulations, enabling a new generation of sensor applications.
How Much Will Sensorpedia Cost?
Access and use of an open version of Sensorpedia (i.e., www.sensorpedia.com and www.sensorpedia.org) is intended to remain free for Internet users. For users who have special requirements to run enterprise versions of Sensorpedia inside their firewalls, a licensing plan will be negotiated.
Is There Technical Documentation for Sensorpedia?
Complete documentation of the Sensorpedia API and Web application is available online at http://sites.google.com/site/sensorpedia/.
When Will Sensorpedia Be Ready?
Sensorpedia is currently in a limited beta test release. Phase 3 development, which is underway, will lead to an open beta version in October 2010. A GA version is expected for early 2011.
OVERVIEW OF SENSORPEDIA BETA
Sensorpedia Beta and Collaborators
Since August 2008, the Southeast Region Research Initiative has funded two completed phases of Sensorpedia development. To launch a limited beta test of Sensorpedia, seven collaborators were selected for an initial release. These collaborators constituted a good cross-section of interests: academic and scientific research, DoD security, public safety and public health, enterprise and international sensor standards development, and even bee husbandry. Their sensors and observations also covered a range of phenomena from weather and environmental effects to space-borne and airborne remotely sensed imagery.
The Sensorpedia limited beta test collaborators and their research interests are as follows. 
Sensorpedia: The Software
Sensorpedia is designed to support a wide variety of users. The core Sensorpedia components have been made available to the academic and research communities to allow easy publication and sharing of sensor data. The use of data portability standards enables the integration of available sensor data into other Web based software applications (developed separately from this effort) to support specific communities of interest such as first responders and public health and law enforcement organizations.
Sensorpedia development is divided into two main efforts: a Web based application and the supporting Web services interface. Both efforts leverage proven design concepts and best practices of successful Web 2.0 and social networking Web sites. Complete technical documentation of the Sensorpedia interfaces, including the Atom framework, is at the aforementioned Google site (http://sites.google.com/site/sensorpedia/).
Sensorpedia Web Application
The Sensorpedia Web application (which ORNL has deployed in a limited beta release as of March 2009) provides a browser-based interface to explore, contribute to, and share data from online sensor systems. The online beta site is available at http://www.sensorpedia.com. The application"s design has as its priority an intuitive interface for registering sensors, searching for relevant data, and subscribing to sensor observations. The Sensorpedia application provides common Web 2.0 features such as tagging, mashups, inline editing, and a recommendation engine. The application also provides social networking features that allow users to establish trusted groups, share relevant views and sensor data, and even publish updates to external applications such as LinkedIn, Facebook, and Twitter.
In terms of its underlying design, the Sensorpedia application follows a methodology that Joshua Porter describes in his book, Designing for the Social Web [Porter, 2008 ]. Porter"s design prioritization scheme is drawn from his research into the commonalities of highly successful social Web applications. In understanding the commonalities of the sites he studied, Porter derived a methodology for characterizing, comparing, and contrasting their underlying designs. He termed his methodology the AOF Method for the three discrete elements of the Web sites: activities, objects, and features.
In the AOF Method, the primary element of a successful social media application is its focus on a specific activity. For example, YouTube"s primary activity is sharing videos. Facebook"s primary activity is connecting (or reconnecting) its members with family and friends. Wikipedia"s core activity is the collaboration on an online encyclopedia.
In the AOF Method, application activities are centered on social objects, the nouns of social Web design. These objects may correspond to real-life items or they may be abstractions. For Flickr, a popular photo sharing activity, the social objects are the photographs themselves. Job postings are the social objects of job search sites like Monster.com and CareerBuilder.com. Social objects provide the connection between users in a social network. A key to success for many popular applications has been the assignment of a unique URL to each social object. URLs make objects easy to bookmark, share, and embed in other applications.
Along with the primary activity and social objects, the core features of an application are defined as the set of possible actions a user can take on each object. The features are the verbs associated with the nouns. For example, core features for online shopping sites like Amazon include purchasing an item, writing product reviews, and adding items to a wish list.
The AOF Method informed and focused the formal design of Sensorpedia. Sensorpedia"s primary activity is sensor data sharing. Its social objects are the sensors and associated observation data. Each sensor is provided a unique URL to support bookmarking and sharing. From these objects, the core feature set provides the functionality to register sensors, establish social networks of trusted collaborators, and explore available sensor data.
The main user interface of the application is a map-based mashup (see Sensorpedia screenshots in Figure 1 ) that allows for browsing and discovering available sensor data by location and keywords (tags). 
The Sensorpedia Web Services Interface
Sensorpedia consists of Web services. The Web services are designed to accept and publish data using popular data and interface standards such as streaming media, Google Earth Keyhole Markup Language, and GeoRSS. Sensorpedia also relies on OpenID for future interoperability with other Web based authentication systems.
The Sensorpedia Web services interface (i.e., API) provides an easy mechanism for interfacing discrete and incompatible sensor data to existing and future enterprise applications (see Figure 2) . 
The Atom Framework
The Sensorpedia API is based on the Atom syndication format, an XML used for Web feeds. The Atom 1.0 specification was released in December 2005 by the Internet Engineering Task Force. Web feed standards such as Atom and RSS (Really Simple Syndication) were originally developed to provide an automated method to check for updates published on a Web site without requiring a user to visit a site in a browser. Instead, Atom published a list (or "feed") of recent articles or content in a standardized, machine-readable format. Many feed readers and aggregators have been developed to manage feed subscriptions. The Atom content model is flexible and extensible, and the specification was written to support a wide variety of content beyond Web site update notifications.
The Atom model also allows for links to additional resources for visualization, alternate format representations, and any number of other requirements. The Sensorpedia API uses the Atom content model to represent registered sensor systems and to provide subscription links to observation data. Since the Atom specification supports extensions, the Sensorpedia API specifies the GeoRSS format to represent spatial information associated with each sensor entry. A simple RESTful Web service API is used to provide insert, update, delete, and query operations on the stored Atom documents (see Figure 3) . The Atom based API does not constrain data publishers to a given data format for representing observation data. Rather, the API provides the ability to link to any number of representations of the data, such as Atom, GeoRSS, SensorML, Web Feature Service, Sensor Observation Service, HTML, or other proprietary formats. The Atom format also allows the embedding of observation data within the feed document itself, making the Atom feed self contained.
The Sensorpedia Web service provides the virtual infrastructure to index data from many disparate sources. While the Sensorpedia API provides operations to retrieve Atom documents describing data sources by searching on several fields, the search function is currently limited to matching queries to known values or ranges. This presents a challenge in discovering relevant data among a large number of data sources. Future extensions to Sensorpedia will use collective intelligence algorithms and other artificial intelligence techniques to connect users with potential information sources of interest and will form connections between users based on common informational needs.
Sensorpedia on Social Networks
The Sensorpedia community is present on the following publicly accessible social networks. 
SENSORPEDIA BETA RESULTS
As of March 2010, more than 4,000 sensors worldwide had been indexed by Sensorpedia (see the Sensorpedia tag cloud in Figure 4) . Most of the sensors are land and buoy weather sensors in the United States. As the tag cloud shows, much of the information is weather related, coming from International Civil Aviation Organization and NOAA weather stations and buoys. Sensorpedia also indexes a number of traffic cameras from around the southeastern United States, including a concentration of cameras in Charleston, South Carolina (thus it"s prominence in the tag cloud). Other important sensor types monitor seismic activity, energy efficiency, and water levels. Then there are the more obscure sensors like those used for monitoring bacteria levels at beaches. The greatest concentration of sensors is still in the United States, but several sensor systems are also included from Europe, Asia, and the Arctic regions. Although Sensorpedia is intended to satisfy prevailing needs for sensor information sharing in support of public safety and security requirements, it is also envisioned as an evolutionary platform that will support the next generation of sensor information sharing technologies. For example, it is conceivable that Sensorpedia will in the near future interface with a cognitive agent application that will routinely and autonomously act on behalf of human analysts to review anomalistic sensory observations or with a location-aware robotic system that will scan inaccessible or highly vulnerable locations on a 24/7 basis to discover, observe, measure, and post real-time sensor information.
The beta test team provided a number of novel applications for Sensorpedia (see Figure 5 ), including a Python programming library, an autonomous robot interface, water and air sensor Web sites, and an iPhone application. Detailed descriptions of these applications are provided on the Sensorpedia blog (http://www.sensorpedia.com/blog/). 
CONCLUSION
The Phase 1 and Phase 2 development of Sensorpedia concluded with a limited beta test that indexed almost 4,000 sensors and led to Sensorpedia"s ranking by Federal Computer WEEK as one of the government"s top 10 social networking sites. Clearly, the concept for a Wikipedia for Sensors has been successful; however, work remains to make Sensorpedia a tool for homeland security. A social networking component to control access and read/write privileges to sensor information needs to be implemented. The system needs to be tested on a much larger user base with a much larger database of sensors (100 times larger). Phase 3, which is already underway, will address those requirements. At the conclusion of Phase 3, DHS will be able to bring the Sensorpedia software inside its enterprise, much as the IC has done with Wikipedia, to establish a secure, enterprise friendly version. The Sensorpedia enterprise version will permit a trusted social network of DHS collaborators, operators, and users to create, share, and view spatial and temporal mashups of multiple sensor sources without the need for a tightly coupled system. 
